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1. Introduction

In case you have installed AVG Free Edition on your computer, and you are running a firewall at the
same time, you might be experiencing problems while sending/receiving email messages and/or

downloading AVG Anti-Virus updates.

This Installation Guide refers to the firewall settings required for proper functionality of AVG Anti-
Virus. This document covers the settings instructions and recommendations for the following firewalls:

e Windows XP built-in firewall (Security Center)

e Kerio Personal Firewall
e Zone Alarm Pro firewall
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2. Windows XP built-in firewall (Security Center)

Typically, the Windows XP built-in firewall default settings correspond very well to the AVG Free

Edition configuration. Most probably no problems will occur at all. However, should you run up against
problems, please follow these steps:

a) Windows XP Firewall Settings
Open the Windows Firewall settings dialog window:
Start / Settings / Control Panels /7 Window Firewall
On the General tab make sure the Do not allow exceptions option is not selected.

%= Windows Firewall x|

General | Exceptions I Advanced I

%I Windows Firewall is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network:.

@ -

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[~ Dont allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@(‘u}(rmmmﬂad]

Awvoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

OK I Cancel

b) Define Exceptions
Switch to the Exceptions tab with the list of applications that are blocked to access to the Internet.
You need to allow access to Internet for all AVG Anti-Virus applications. To do so, mark each check
box related to an AVG application in the list of programs and services (see the following screenshot).

For AVG Free Edition the applications to be selected from the list and marked as allowed are:

AVG Free Control Center (file avgcc.exe)
AVG Free Edition for Windows (file avgw.exe)
avginet.exe

avgemc.exe

If these applications are not listed in the list of exceptions, you need to add them manually. This can
be done using the Add Program button:
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%= Windows Firewall x|

General Exceptions |Ad\ranced|

Windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name o
WG Free Control Center
[ AVG Free Edition for Windows
avgemc.exe
avginet.exe
[ File and Prirter Sharing
Remote Assistance
[ Remote Desktop
[ UPRP Framework
WNC Viewer for Win32

Add Program... Add Port.... Edit... Delete

[V Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

OK I Cancel

c) Add a New Program
A new dialog window opens providing a list of programs that can be added to the previously seen
Windows Firewall list of exceptions. Select the AVG applications from the list, and confirm adding them
to the Windows Firewall list of exceptions by pressing the OK button (see the following screenshot).

x

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

Programs:

'A\"G Free Edition for Windows

|
ﬂiA\«"G Free Vius Vautt J

EA\-"G Virovy trezor

W FrecCell

:’ Hearts

i@ Intemet Backgammon

@ Intemet Explorer

P Irtemet Hearts

@ Intemet Checkers

(’ Intemet Reversi j

Path: IF:\F‘mgmm Files"Grisoft\AVG Free‘avgee exe Browse... |

Change scope... | 0K I Cancel |

In case you are not able to see any AVG application in the program list, you have to add them
manually. Click the Browse button, and find the above listed files (avgw.exe, avgcc.exe, avginet.exe,
and avgemc.exe) in the AVG Free Edition program folder (by default C:\Program Files\Grisoft\AVG
Free):
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“% AVG Anti-Virus

Browse

Look in: I@ AVG Free

E‘ avgamsvr.exe

My Recent ‘ avgoo.exe

& svgemc.exe

21X

H o2 m

avg.exe

: avginet.exe
avgscan.exe
avgupdin.exe
aVOUPSVE.EXe
avgvv.exe
ol avan.exe

‘ setup.exe

File name: I

Files of type:

[ Qpen
| Cancel |

7

Iﬁpplications (*.exe;” com;”icd)

Confirm adding the selected files by pressing the OK button in the Add a Program dialog window.
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3. Kerio Personal Firewall

With the Kerio Personal Firewall you will probably need to configure the settings so that it is allowed for
the AVG Free Edition (and its applications) to connect to the Internet (send/receive data), and to launch
other applications (to update). To configure the Kerio Personal Firewall settings, follow these steps:

a) Run Kerio Personal Firewall

b) Network Security
In the Network Security item (left menu), Application tab (top menu) you are able to overview a
list of programs with the information on whether these are allowed to connect to the Internet. In the
list, verify that all AVG applications are labeled as permit.

If not, you need to change the AVG applications’ status. To do so, right click on every item and select
the Permit option from the context menu.

) Kevms Pervonal Fincwall

W/—m

- Trustad Inkgerent
[emcmpion - Dt ™ o2 Log Afilert |
] LS4 Shed [Ewport Vesnion]  «F pemmit o peid P ik Pk
. nslirediovat M T Lo Apg T aak W peired T ok Y omb
[ Usenrd Logon Appleabon ) ash - ¥ ok ¥ ke

T Gerseic Het Progss b w peTil ] Y ok ]

Bl VG Update dossrioaders o permit o permit of pemil of pemit

@ Macrosolt File ard Printes. W pamit o pemi Pk Pk
§5° Any other appcation ¥ aak ¥ ok Y ok ¥ mk
. T L

c) System Security
In the System Security item (left menu), Application tab (top menu) you are able to overview a list
of programs with the information on whether these are allowed to launch other application. Again, you
need to make sure all AVG applications listed are labeled as permit to launch other applications (e.g.

updates).

If not, you need to change the AVG applications’ status. To do so, right click on every item and select
the Permit option from the context menu.
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Confirm all changes by pressing the Apply button.
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4. Zone Alarm Pro

With the Zone Alarm Pro you will probably need to configure the settings so that it is allowed for the AVG
Free Edition (and its applications) to connect to the Internet (send/receive data), and to launch other
applications (to update). To configure the Zone Alarm Pro settings, follow these steps:

a) Run Zone Alarm Pro

b) Program Control
In the Program Control item (left menu), Programs tab (top menu) you are able to overview a list
of programs with the information on whether these are allowed to connect to the Internet. In the list,
verify that all AVG applications are labeled as allowed (green confirmation mark).

If not, you need to change the AVG applications’ status. To do so, right click on every item and select
the confirmation mark from the context menu.
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c) Add a Program
For AVG Free Edition the listed applications marked as allowed are:

e AVG E-Mail Scanner (avgemc.exe)
e AVG Update downloader (file avginet.exe)

If these applications are not listed, you need to add them manually. Use the Add button to open a
new dialog window where you can specify the files on your local disk. By default, the files are located
in the AVG Free Edition program folder (C:\Program Files\Grisoft\AVG Free).
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Look in: IL'f)A\-"G Free j L= EF Ed~

aVOAMSVT. eXe
& avocc.exe

& svgemc.exe
“ avginet.exe

awvgscan.exe
avgupdin.exe
avgupsvC.exe

File name: I j Open
Files of type: IExec:utabIe Files (*.exe;".com;" scr) j Cancel |

7

d) E-mail Protection
In the E-mail Protection item (left menu), Main tab (top menu) you need to disable the built-in
inbound/outbound email protection provided by the Zone Alarm Pro. By switching the Zone Alarm Pro
implemented email verification off you will enable the more comprehensive AVG Free Edition email
control.
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5. Agnitum Outpost Firewall

You may be asked to allow network connection for some applications during their start up after installation
of the product. This is related to products of AVG Anti-Virus System as well.

You can set up the firewall so that it will permanently allow network communication for all AVG Anti-
Virus System applications. Doing this you will definitely not decrease the level of protection of your
system. On the contrary, AVG Anti-Virus System will be enabled to fully employ all of its functions then,
bringing the reliability of your anti-virus protection to maximum.

a) Allowing Activities for an Application
The firewall will react whenever an unknown application is trying to make a network connection. This
holds even for AVG Anti-Virus applications before setting them up manually. The following window is
displayed (for AVG Control Center in this example):

Create rule for A¥YGLCC.EXE
; AVG Control Center
Application iz requesting an outbound connection

Fiemate Service: TCP:4156
Remate Address: 192.168.104 237

Outpost Firewall Pro should:

{* Allow all activities for this applicatior

{” Stop all activities for this application

™ Create miles uzing preset | Custon... j

Allow Once Elock Once |

Choose the Allow all activities for this application option and press the OK button.

Perform the same action whenever a similar window related to an AVG Anti-Virus application
appears.

b) Configuring the Firewall at Once
However, you should allow the AVG Anti-Virus applications to access the network even before they
try to open a connection. If you want to allow the network communication for AVG Anti-Virus
applications (recommended!) at once, open the Agnitum Outpost Firewall main window:
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Add the allowed applications by right-clicking on the Plugins item in the main navigation tree. Choose
the Options menu item then. A new window will open then. Go to the Applications tab in the

window:

General  Application | S_I,Jsteml Folicy I F'Iug-lnsl

Settings;

2l x|

MSIMM.EXE
OUTLOOK.EXE
I'N] OUTPOST EXE
=7 REGWIZ.EXE
B RUNDLLI2EXE
£ SWCHOST ExE
= SvSTEM

@] TELNET.EXE
] INWORD EXE
& WUBUCLT EXE

A AVGADMIN.EXE
=7 AvGAMSYR EXE
o AVGCCEXE

o AYGEMCEXE
o AVGINET EXE
o AVGTCPSY.EXE

Trusted applications [E]

Remove

Edi.. =

S
_ kv |

Hiddetr Proc..

I

= Components...

QK | Cancel | Apply |

Add all AVG Anti-Virus System applications currently installed on your computer using the Add

button.

Here is the list of all AVG Free edition applications that must always be allowed to connect to the

Internet:

e avginet.exe — application for performing online Internet updates of AVG Anti-Virus

System (located in the Program Files/Grisoft/Avg7 directory by default)

GRISOFT
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e avgemc.exe — AVG E-mail Scanner for anti-virus scanning of e-mail (located in the
Program Files/Grisoft/Avg7 directory by default)

Commit your selection by pressing the OK button. All AVG Anti-Virus System applications requiring
the network communication should be fully operational then.
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6. Sygate Personal Firewall

You may be asked to allow network connection for some applications during their start up also after
installation of the Sygate Personal Firewall product. This is related to products of AVG Anti-Virus
System as well.

You can set up the firewall so that it will permanently allow network communication for all AVG Anti-
Virus System applications. Doing this you will definitely not decrease the level of protection of your
system. On the contrary, AVG Anti-Virus System will be enabled to fully employ all of its functions then,
bringing the reliability of your anti-virus protection to maximum.

a) Allowing Activities for an Application
The firewall will react whenever an unknown application is trying to make a network connection. This
holds even for AVG Anti-Virus applications. The following window is displayed (for AVG Control
Center in this example):

Sygate Personal Firewall D2/02 /2005 10:27:49 N ﬂ

&3G Control Center [avaoc.exe] iz tiving to connect to [192.168.104. 237] uzing remote pork 4156,
Do pou want to allow this program to access the networl

" Bemember my anzwer, and do not azk me

again for this application, Mo Detail 22

Check the Remember my answer... field and press the Yes button. Repeat the action for any AVG
Anti-Virus application that tries to connect the network.

b) Configuring the Firewall at Once

If you want to allow the network communication for AVG Anti-Virus applications at once
(recommended!), open the Sygate Personal Firewall main window:
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## Sygate Personal Firewall Pro =] E3
File  Securty Took  Yiew Help

| S P >

Block Al Lpplications Logs Secunty Test Help |’ -

Incoming
1008
oB
0B

Outgoing
1008
oB
0B

Incoming Traffic History Attack History Graph

Outgoing Traffic History

Running Applications :

[ Hide Windows Services [v] Hide Broadzast Tratfic

M.-WG Alert Manager

Zakladni soudast jadra WwWin3d2 ﬂ A5G Cantral Center

MWINE Metwork Interface Service Process

Show Meszage Conzole

Securnity Status: [Normal

Select the Advanced Rules menu item in the Tools folder of the main application menu. A new

window will open then:

¢ Advanced Rules i =] 3

[ ezcription

Hiogt Portz and Protocols

AVEG Intemnet Traffic &...

All hozts All portz and protocols

| 1L

Bemaove | Edit Remove Al | 1 | ; |

You can create a new rule for the AVG Anti-Virus System applications using the Add button in the

0k | LCancel |

Advanced Rules Settings window. Go to the Applications tab first:
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dvanced Rule Settings x|

General I Hosts I Parts and F'rotocnlsl Scheduling  Applications |

Applications [ ‘Display selected applications only
File: Mame | WiErsion | Path

DE Distributed COM Ser . 4712900 o wwindowshapstembrpoas. exe
DEWIN32 Metwork [nter...  4.10.1938 o wwindowsh spstemmprese, exe

DE Spooler Sub Syetern ... 41019598 o windowsh apstembzponl 32, exe

BA™ 244G TCP Server 7.1.0.295 C:\Program Files\Grizoft AW G TCP Servert
ﬁh\-"ﬁ Update downloa... 7.0.0.298 o WProgram FilesGnzofthydW G Pavginet. e
BA™ 246 Alert Manager 700297 c:\Pragram FileshGrizoftWAW G T avgamsyr
ﬁh\-"ﬁ Control Center 7.0.0.298 o WProgram Files\GnzofthdW G Phavgoo exe
) avGADMIN Application 7.1.0.296 o WProgram Files\Grisafthbwgddminu.avga

| | []

Select All Clear &l | Browsze... |

Fiule Summary: ;I
Thiz rule will allovs bath incoming and outgoing traffic fromto all hostz onall portz and
protocols. This rule will be applied ta all network interface cards.  This traffic will be
recaorded in the Packet Log'. The following applications will be affected in this rule: &G
TCF Server &G Update downloader &G Alert Manager, %G Control

Center AW EADMIN Application. ﬂ

ok I Stormo |

Add all AVG Anti-Virus System applications currently installed on your system using the Browse
button.

Here is the list of all AVG Free edition applications that must always be allowed to connect to the
Internet:

e avginet.exe — application for performing online Internet updates of AVG Anti-Virus
System (located in the Program Files/Grisoft/Avg7 directory by default)

e avgemc.exe — AVG E-mail Scanner for anti-virus scanning of e-mail (located in the
Program Files/Grisoft/Avg7 directory by default)

Go to the General tab then:
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dwanced Hule Settings

General | Huosts I Parts and F'n:utcu:olsl Schedulingl .-’-‘«pplicatinnsl

— Bule Description

4G Internet Traffic

—&ction :
™ Block this traffic i Allow this braffic

—Advanced Settings

Apply Rule to Metwork [nterface

All network interface cards j

Apply thiz rule during Screenzaver Mode Bath on and off j

W Record this traffic in "Packet Log"

Rule Summary:

Thisg rule will allow baotk incoming and outgoing traffic fromto all hozte on all porte and
protocolz. This rule will be applied to all netwark interface cards. This traffic will be
recorded in the 'Packet Log'. The fallowing applications will be affected in this rule: AVG
TCP ServeraVG Update downloader AYG Alert Manager AWG Contral

Center AVGADMIM Application.

You have to allow any network communication for the selected AVG Anti-Virus System applications

by selecting the Allow this traffic option.

Commit the rule creation by pressing the OK button. All AVG Anti-Virus System applications
requiring the network communication should be fully operational then.
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